Router Primitives for
Programmable Active
Measurement
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Motivation

® [Effective network measurement is critical

® Assess SLA compliance, understand network properties, evaluate
network performance

® Path-based assessment requires active probe-based
measurements
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Opportunities and Challenges

® Basic idea: programmatic support for probe generation,
reception, and processing in routers

® Potential Benefits

® No need to deploy additional measurement infrastructure

® Opportunity to virtually eliminate impact of probes on customer traffic
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Example:
a low-impact record route

Premise: code is installed in routers

along a path
Arrival of measurement packet triggers
execution of code

Add a timestamp and input interface input— times tamp
address to incoming measurement

packet input-address

Hold measurement packet until forward next _hOp when
outgoing link has capacity outputgqueue
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System Goals

® Flexibility in specifying probe emission and processing

® Assembly-like primitives based on events and actions

® |mprove accuracy of active measurement

® Provide direct support in routers for gathering information along a path

® Ability to limit (or measure) impact of probing on customer traffic
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Primitives: Events

® When should code segments be executed?

® Programmable events trigger code execution

® Types of events

® Packet arrival

e Eg,an

notate a measurement packet with additional information
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Primitives: Actions

Set a timer

Schedule a future timer expiration event

after time label

Forward a packet

Allow measurement paths to coincide with
data point forwarding path, or not

forward <address, next-hop>
[conditional expr]

Create and send a new packet

Initiate a new probe

probe destination
spec]

[probe

Append a timestamp

Insert timestamp into packet payload
(e.g., using IPMP path records)

<input,output>-timestamp

Append an interface address

Insert interface address into packet
payload

<input,output>-address

Append SNMP MIB data

More generally, can consider various
passive measurement data

<input,output>-mib <mib>

Store a packet for subsequent retrieval

Temporary storage at receiving endpoint to
collect measurements

store <label> [conditional

expr]
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Further Issues

® Resource requirements

® Code segments can be statically analyzed for CPU and memory resource
demands

® Memory needed for when clause processing, packet storage should be modest

®  What if memory fills? (Error propagation mechanisms yet to be determined)

® Access Control
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Example:
standard end-to-end probing methods

set seg O . .
Some initialization E Badablng |OSS problng

set slot O

Send th be ( — repeat 1 1n 3:
end the probe (consisting
of three back-to-back probe 10.0.0.1 udp dport 3000

packets) pavload (slot/4B seqg/4B 1i/4B)
endrepeat
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Example:
“drive-by” passive measurement collection

Probe could be sent along a path to collect a set

of related data
Simple, accurate available bandwidth measurement

input-timestamp

Add timestamp and octet
count to measurement input_mib

packet on ingress 1.3.6.1.2.1.31.1.1.1.6
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Conclusions and Future Work

® We propose flexible and secure router support for programmable
active measurement

® FEvent and action assembly-like primitives installed in routers

® Proposed system would revive and significantly expand measurement
capabilities that existed in the original IMPs

® What are the right primitives for service creation and measurement!?
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